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The law protects an employee of a Federal contractor, subcontractor, grantee, or subgrantee or
personal services contractor who discloses information that the individual reasonably believes is
evidence of:

e Gross mismanagement of a Federal contract or grant;

e A gross waste of Federal funds;

e An abuse of authority relating to a Federal contract or grant;

e A substantial and specific danger to public health or safety; or

e Aviolation of law, rule, or regulation related to a Federal contract (including the
competition for or negotiation of a contract) or grant.

To be protected under Section 4712, a disclosure must be made to one of the following:

e A Member of Congress, or a representative of a committee of Congress;

e The OIG;

e The Government Accountability Office (GAO);

e A Federal employee responsible for contract or grant oversight or management at the
relevant agency;

e An authorized official of the DOJ or other law enforcement agency;

e Acourtorgrand jury; or

e A management official or other employee of the contractor, subcontractor, or grantee who
has the responsibility to investigate, discover, or address misconduct.

When a contractor implements internal policies, or a government contract includes contractual
terms, that impose restrictions on the ability of a contractor employee to make a disclosure to any
of these individuals or entities, such policies or terms violate Section 4712. The rights and remedies
of Section 4712 may not be waived by any agreement, policy, form, or condition of employment.
Moreover, Section 4712(d) requires that the head of each executive agency ensure that contractors,
subcontractors, and grantees of the agency inform their employees in writing of the rights and
remedies provided by Section 4712.

RECOMMENDATIONS

The OIG recommends that the USMS take steps to ensure that its contractors are aware of the
whistleblower protections that federal law provides for employees for Federal contractors, and that
its contractors take appropriate actions to conform their internal polices to comply with federal

law. Specifically, the USMS should ensure that its contractors, subcontractors, and grantees inform
their employees in writing of the rights and remedies provided by Section 4712, as required by the
law. The OIG further recommends that the USMS examine its contracts to ensure that the contracts
include no terms that are inconsistent with federal whistleblower protections. Further information
about the applicable law and its requirements is available in a publicly available brochure prepared
by the OIG, https://oig.justice.gov/hotline/docs/NDAA-brochure.pdf.



https://oig.justice.gov/hotline/docs/NDAA-brochure.pdf
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The Department of Justice Office of the Inspector General (DOJ OIG) is a
statutorily created independent entity whose mission is to detect and deter
waste, fraud, abuse, and misconduct in the Department of Justice, and to
promote economy and efficiency in the Department’s operations.

To report allegations of waste, fraud, abuse, or misconduct regarding DOJ
programs, employees, contractors, grants, or contracts please visit or call the
DOJ OIG Hotline at oig.justice.gov/hotline or (800) 869-4499.
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